NEXAGATE MANAGED WEB
SECURITY SERVICES

Comprehensive web protection and performance acceleration
for the most demanding websites and web applications

THE BEST WEB SECURITY PROTECTION

Nexagate’'s Managed Web Security Services (MWSS) is a 4-in-1 solution that includes Web
Security (WAF), DDoS Protection, Content Delivery Network (CDN) Optimization and Load-
Balancer & Failover. It is a fully cloud-based managed services that will protect all your websites
and web applications from all types of web security threats.

MANAGED WEB SECURITY FEATURES

n WEB APPLICATION FIREWALL DDOS PROTECTION

Q | OurWweb Application Firewall protects against Our DDo5 Protection is capable of mitigating
the most critical web application security risks, all types of DDoS a'Ftacks, targeting any type

including OWASP top 10 threats of online service.

LOAD BALANCER & FAILOVER CDN OPTIMIZER

Automatic failover between primary and @ Our CDN uses a full range of content and
secondary sites to enable high availability and networking optimization techniques to
accelerate disaster recovery improve user experience

Through a simple change to the client's DNS records (and with no hardware or
HOW It WOI‘kS software required), the client's web traffic will be seamlessly routed through a
globally distributed network of high-powered servers. All incoming traffics are

intelligently profiled in real-time, blocking the latest web threats
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N\ Industry Leading WAF

&

Based on industry-leading WAF technology, our cloud-based WAF defends
9 against OWASP Top 10 threats including: SQL injection, cross-site scripting,

illegal resource access, and remote file inclusion

ISO27001-Certified

I
$g| We are among few local firms that are ISO27001-certified in delivering
Information Security Consultancy, specifically Managed Security Services

= Experienced Consultants
=0~ We are mature and highly experienced consultants who understand how to
manage the technology, process and people involved in a security program

‘Trusted By Many
We are the trusted adviser for many organizations in Malaysia, with over 90
customers across government, banking and education sectors.

ABOUT NEXAGATE

Nexagate Sdn Bhd is a fast-growing IT Security Consulting and Services provider and
we have delivered trusted security solutions to organizations of all sizes since 2010.
We are ISO27001-certified since 2012 and have established a reputation of providing
top notch consulting and managed services to industry leaders in Malaysia.
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